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What is TecTANGO?

TecTANGO is a Windows credential provider that allows users to login to their desktop without passwords.
Users can authenticate into their own or shared devices by simply tapping their smart card or proximity card on
a reader. Additionally, PIN and Security Question can be added as additional security factors.

Supported Scenarios

TecTANGO supports an online and offline mode, with both being in a Standard and Kiosk mode. Tap In, Tap
Out, and Tap Over are supported in these scenarios.
e Standard Mode:
o Tap In - the user taps their card to the reader to enter into their personal session on the
workstation
o Tap Out - the user taps their card to the reader to leave their session on the workstation
o Tap Over - if multiple users are logged into the same workstation they will be able to tap their
card and be switched over to their respective session
e Kiosk Mode:
o Tap In - the user taps their card to the reader to enter into a generic user’s session on the
workstation
o Tap Out - the user taps their card to the reader to leave the generic user’s session on the
workstation
o Optional Profile Selection feature - allows the user to choose whether they sign in under their
own profile or the generic user profile on the TecTANGO login prompt

Supported Card Readers

HID Omnikey - 5025

HID Omnikey - 5427 CK

HID Omnikey - 5422

RFIDeas RDR 6082AKU- C16
RFIDeas RDR 60D2- AKU - Keyboard
RFIDeas RDR - 80081 AKU

RFIDeas RDR 80581 AKU

RFIDeas RDR - 80582 AKU

RFIDeas RDR - 80532 BKU

Note: A 60D2 reader and a 6082 reader will read the same card differently. This will pose an issue for the end
user, as 60D2 on one workstation and 6082 on another workstation would authenticate the user on one
workstation while asking for an enrollment on another workstation. Therefore, using only one type of reader in
the organization is highly recommended. This also applies for HID Omnikey readers to RFID readers.
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Online Scenario

In an online scenario, the user’s workstation or laptop is connected to the internet and can reach the CyberArk
Identity cloud. The user should have their smart card/proximity card/security key with them. Security can be
further enhanced by optionally adding Password, PIN, or Security Question as an additional factor.

Offline Scenario

In an Offline scenario, the user’s workstation or laptop is not connected to the internet, or it is in airplane mode.
In order to login to the workstation with TecTANGO while offline, the user must at least login once in online
mode. Any additional MFA configured will work in offline mode as well.

Note: Card enrollment will not work in offline mode.

Prerequisites

e Windows 10/11 workstations with .NET Framework 4.7.2+. In order to use ‘“Privacy Shield” feature, the
NET framework must be upgraded to 6.0.0+
e RFID badge or proximity card used for building access
e RFID reader connected to the workstation (various readers from HID and rfIDEAS are supported)
e [f branding is desired:
o Company logo in .bmp format and not more than 192px by 192x
o Company logo in .bmp format and not more than 304px by 186px
e CyberArk Identity Tenant with active users
e If Kiosk Mode is desired:
o A generic user with a generic password that can be shared is needed
o This user does not need to be in CyberArk Identity
Admin Access to CyberArk Identity Tenant to create OIDC app

Deployment Steps

Deployment of TecTANGO involves the below steps:
1. CyberArk Identity Configuration
a. Create a Role
b. Create the OIDC Application
2. Credenti Portal Configuration
a. Installer Configuration
b. Set up Kiosk User (if applicable)
c. Configure Mechanisms and Policies
d. Add Domains
3. Workstation Configuration
a. Install TecTANGO on the workstation
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CyberArk Identity Configuration

Create Roles in CyberArk Identity Portal
1. Login to CyberArk Identity Admin Portal, and go to “Roles”.

CYBERARK [REES © .
Q. search All Roles "
_ Name ™ Role Type Description Organization

@ Security Insights A
Dashboards
Alerts
Reports

& Core Services ~

Users

Roles

policies

2. Click on “Add Role”, enter Name, and click on Save.
Add Role .

Name *

Description

Crganization

Role Type ®

Static -

Save Cancel

3. Go to “Members”, add members to the Role, and click on Save.

Members
Description

Learn more
Members

Administrative
Add

Rights

Assigned

Login Name Member
Applications

Organization

No Members Assigned.

Save Cancel
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CyberArk Identity OIDC App Configuration

When creating the OIDC application, please note the following details, as they are needed by the Tecnics team
to configure your organization's Credenti Admin Portal:

o C(ClientID

e OpenlD Connect Issuer URL

Application Setup in CyberArk Identity:
1. Login as an administrator to CyberArk Identity. Then navigate to Apps & Widgets — Web Apps.
2. Click on “Add Web Apps”.

Web Apps ®-

‘ Q Bearch All Web Applications ‘ Add Web Apps '
_ © One or more Web Application templates in use by your organization has been updated. Select apps to receive update. X
Name * Type D... Provisioning App Gateway Organizatic Sets
Policies

Requests v AllWeb Applications

QOrganizations Bookmark Web
Access Orchestrator OpeniD Connect Web

Portal Web

88 Apps & Widgets ~

Web Apps

Widgets

l% Endpoints

i, Downloads

{:Cz} Settings ~
® Online help

SAML Web

S50 Web

User Password Web

Ws-Fed Web

3. Click on “Custom”, and add on OpenID Connect.
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=l Add Web Apps X

Add web applications to enable single-sign on

Search Import
Select one of the templates to add a custom -

web application.

Or, use Infinite Apps to add User-Password
applications automatically.

Close

OAuth2 Server @ Add
B OpenID Connect @ Add
B sAML @ Add
User-Password @ Add
a—
X

Add Web App

OpenlD Connect

Description

This template enables you to provide single sign-on to
a web application that uses OpenlD Connect for
authentication.

Do you want to add this application?

4. Add Below, and click on Save.
a. Application ID: TecConnect or Credenti

b. Name: TecConnect or Credenti

C.

Description
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ﬂ OpenlD Connect

Type: Web - OpenID Connect + Provisioning Status: Ready to Deploy Application Configuration Help
Settings
Sz Learn more
Trust
Application 1D * (@
Tokens
Scope
Permissions Description
Policy Customize Name and Description for each language ®
Account Mapping Name *
Linked Applications OpenlD Connect
Praovisioning

Description

App Gateway This template enables you to provide single sign-on to a web

application that uses OpenlD Connect for authentication.

Workflow

Changelog

Secure Web

Sessions Category
Additional Attributes Other

‘/- -\‘
Save | Cancel )
N /

5. Go to “Trust”, add below, and click on Save.
a. Client Secret
b. Service Provider Configuration: Login initiated by the relying party (RP)
c. Authorized Redirect URI: https://login.credenti.io/login/callback
d. Post-logout Redirect URI: https://login.credenti.io/logout/callback

Note: Please share Client ID and OpenlD Connect Issuer URL with Tecnics team.
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Trust
settings
Identity Provider Configuration
Tokens > Signing certificate (1)
Scope OpenlD Connect clientiD @
permissions I
Policy OpenlD Connect clientsecret * (@
Account Mapping | s

Linked Applications COpenlD Connect metadata URL 0]

App Gateway
CpenlD Connect issuer URL ®

Workflow
| Copy
Changelog
Secure Web N . . .
Sessions Service Provider Configuration
Additional Attributes (=) Login initiated by the relying party (RP) ®

’: Login initiated by CyberArk |dentity ®

Autharized redirect URIs ™ ®

Add

Name

I https://login.credenti.io/login/callback I

Enable full url match @

Post-logout redirect URIs (0]

Add

Name

I https://login.credenti.io/logout/callback I

6. Go to the “Permissions” tab, click on “Add”, assign either users or roles that will be using the
application, and give the below permissions.

a. Grant

b. View

c. Manage

d. Run

e. Automatically Deploy
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Permissions
Settings Learn more
Trust
Tokens
Scope
o Name Grant View Manage Delete Run Automatically D... Starts
Permissions
Policy 2 ~ k4 k4 v
Account Mapping 5 ] 7 &) "
Linked Applications
2 v v v v
Provisioning
[ ]
App Gateway - 4 4 4 4
Workflow 2 v v v -
Changelog 2 = = = = 7 =
Secure Web
Sessions 2 v v 3 v ~
Additional Attributes
2 v ' ' v v
2 - v v v v ~

Add CORS:
To add CORS, go to Settings — Authentication — Security Settings. Under API Security, click on “Add”, enter
login.credenti.io, click on “Add” and Save.

Platform

CYBERARK Security Settings

Authentication Profiles Use these settings to define security related settings.

Certificate Authorities Learn more

Security Questions

Attribute Type

Signing Certificates No attributes specified

Access Orchestrator

Authentication Tokens

88 A (Mafis - FIDO2 Authenticators
Web Apps OATH Tokens .
R CAPTCHA Settings
idgets
Other Off = Number of consecutive failed login attempts allowed before showing a CAPTCHA (default Off)
E] Endpoints
RADIUS Connections )
API Security
¢ D load Duo Configuration
e ownloads ) o
YubiKey Configuration Origin Validatian

Enable {recommended)
{§} Settings ~ v Valida
Customization Specify Trusted DNS Domains for APl Calls @

Endpoints

Allowed Domain
Authentication

Network

Users
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API Security

Crigin Validation :
Enakle [recommended)

¥ Validate GET requests

Specify Trusted DNS Domains for APl Calls O]

login.credenti.io Add

Allowed Domain

Credenti Portal Configuration

Installer Configuration

Note: This setting should be completed before the client installation otherwise the changes may not be applied
on the desktop. Re-install of client is needed to reflect any changes made after the installation.

The following installation detail(s) can be configured in the Credenti Admin Portal:

Language
Enable TecUNIFY SSO
Branding
Steps:
1. Login as an admin into the Credenti Admin Portal. Credenti Portal uses CyberArk Identity credentials
for login.

Note: This user should be assigned to the CyberArk ldentity OIDC application.

2. Navigate to Products — TecTANGO — Installer Configuration

10
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C Credenfl Directory Account Settings Admin Bypass Code

Installer configuration

Locale English
Enable TecUNIFY SSO

Enforce Uninstall Token

Enable SEOS Card

Enable Default Lock Screen Image

Lock Screen Image ®

Enable Default Other Screen Image

Other Sereen Image ©

In this section, the following details can be configured:
a. Language:
1. English
ii.  French
b. Enable TecUNIFY SSO
i.  Allows for SSO with TecUNIFY
1.  TecUNIFY must be installed on the machine prior to TecTANGO installation
c. Enforce Uninstall Token
1. When enabled, this requires the Uninstall Token in order to uninstall the application
d. Enable SEOS Card
1. Select ADF Type
ii. OID
iii.  Encryption Key
iv.  Machine Access Control Key
v.  Authentication Key

11
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Enable SEOS Card

Select ADF Type ADF1
ADF2
ADF3
ADF1 Data Reset To Defal
oip* 2A8570811E1000070000000001
Encryption Key* 030501
Machine Access Control Key* 030502
Authentication Key* 030503

Branding Images:

1. Default Lock Screen Image:
1. The image that is shown at the lock screen
2. Images should be BMP format
3. Maximum image size of 192px x 192px

ii.  Default Other Screen Image:
1. The image that is shown when being prompted for challenge factors
2. Images should be BMP format
3. Maximum image size of 192px x 192px

iii.  Default IDP MFA Screen:

1. The image that is shown if IDP MFA is selected in the mechanisms
2. Image should be PNG format
3. Recommended image size of 125px x 108px

iv.  Default Enroll Screen Image:
1. The image that is shown on enrollment screen
2. Images should be BMP format
3. Maximum image size of 304px x 186px

v.  System Background Image:
1. The image that is shown during the TAP OVER process
2. Images should be BMP format
3. Desktop Resolution Size

12



Installer configuration

Locale English
Enable TecUNIFY 550

Enforce Uninstall Token

Enable SEO5 Card

Enable Default Lock Screen Image

Lock Screen Image (0

Enable Default Other Screen Image

Other Screen Image O

s |mages should be BMP format
* Maximum image size of 192px x 192px
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Enable Default IDP MFA Screen Image

IDP MFA Screen Image D

TANGC!

SMARTY |10

® Images should be PNG format
= Dimensions: (125px x 108px) or (108px x 108px)

Enable Default Enrcll Screen Image

Enrollment Screen Image (O

= |mages should be BMP format
& Pdaximum image size of 304px » 186px

Use System Background Image

Kiosk User Configuration

TecTANGO can be setup in 2 modes:
e Single User Mode: Each user logs into the workstation using their credentials
e Kiosk Mode — TecTANGO Managed: The user logging into the workstation is a generic user whose
credentials are maintained by TecTANGO
o Optional Profile Selection feature, which allows the user to choose whether they sign in under
their own profile or the generic user profile on the TecTANGO login prompt

The following steps are needed if Kiosk Mode - TecTANGO Managed was chosen as the desired mode:

1. Once TecTANGO has been installed on the workstation, login to the Credenti Admin Portal.

14
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G credenti

Login

Email

2. Navigate to the Users page, and click “Add New User”.

C Cred e n-1-| Products Account Settings Admin Bypass Code Profile A

Users

First Last
Name Name

Username Enrolled Status Last Login Time Details Actions

3. Set the user type as Shared. Then add the generic user’s information, including their generic shared
password. The generic password should match the generic password on the machine. Click “Create”.

15
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Add User X

Login Domain*

User Group

User Type Shared
First Name™

Last Name*

Display Name*

Username*

Password*

Confirm Password*

Email*

SAM*

UPN*

User Roles* User

Site Code*

Cancel
4. Navigate to the Groups page, and select the Kiosk Machine tab.
User Standard Machine Thin OS
Name Machine Count Sourced By

5. Click “Add New Kiosk Group”, and create a new group.
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Add Group X

Name*

Description

6. In the new Kiosk Group, add the kiosk machines that users will be logging into.

Note: If you do not see any machines, please come back to this step after TecTANGO is installed on the
workstation.

|a Dashboard

Groups

User Standard Machine Thin OS

L Machines

Bulk Operations

Edit
Group Name Kiosk - GK

Description

Sourced by SELF

Created on 17th Nov 2023 12:27:49

Machine name

Last Known IP OS version

EXAMRQOMO3

192.168.29.144 Microsoft Windows 10.0.19045

7. Navigate to the Kiosk Policy tab in the Settings page. Account Settings — Policies — Group Level —
Kiosk.

C C red e IT|'I Directory Products

Admin Bypass Code

Account
2 IDP Policies

Demene Pin Password Card Enrollment Bio Local User Provisioning OTP Over Email
ite Codes

KIOSK policies are designed for machines that have an application that automatically logs in with a generic machine user. This is done to enable fast us

switching on shared or kiosk machines that are used by multiple users. Please note that this policy is only applied when KIOSK mode is selected during
% Policies installation.

ACTIVE

17
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8. Click “Add Kiosk Policy”. Enter the following:

a.
b.
C.

5@ oo

Policy Name: This is the name of the policy that will be used

Description: Enter policy description

Launch IdP Dashboard: If selected, after login, IdP dashboard will be launched with the kiosk
user profile

Enable Profile Selection: Select if the user will have the choice to sign in under their own user
profile or the generic user profile during login

Assign user group: The users that will be allowed to use the Kiosk Machines

Assign Machine group: Select the Kiosk machine group to which the Kiosk policy applies to
User Type: Select if the user is a privileged user or a shared user

Username: Select the generic shared or privileged user

Add Kiosk Policy X

Policy Name*

Description

Policy Type Kiosk
Launch IDP Dashboard
Enable profile selection

Assign user groups*
Assign kiosk machine groups*
Kiosk Settings

Privileged

Shared

User Type*

Username*

Cancel

9. Now when any user from the given User Group tries to login to the machines in the machine group, the
workstation will be logged with the generic user defined under the Kiosk settings.

a.

If the Kiosk policy is configured with Profile Selection enabled, the user can choose whether
they sign in under their own profile or the generic user profile on the TecTANGO login prompt.

18
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Configure Mechanisms

Mechanisms define the behavior of login and logout when the user taps the card. Any password/PIN policies
defined for the user are enforced via mechanisms. Different mechanisms can be configured for users based on
the group. All the users are assigned to the Default mechanism by default.

To configure the TecTANGO mechanisms, navigate to Products — TecTango — Mechanisms.

C C I‘ed — n'h Directory Account Settings Admin Bypass Code
€Cj TecTANGO
Mechanisms
nstaller Configuration An authentication mechanism is 3 method used to verify the identity of the user attempting to access a machine or application. Mechanism

can be configured to force users to provide more than one factor of identification. The combination of factors increases the difficulty for
attackers to gain unauthorized access, as they would need to compromise multiple elements, It's important to strike a balance between
security and user convenience to ensure that the authentication mechanism is both robust and user-friendly.

Use the “Add a New Mechanism” button to create and enforce a Mechanism for your chosen group.

Mechanisms Q

An authentication mechanism is a method used to verify the identity of the user attempting to access a machine or application. Mechanism can be configured to
force users to provide mare than one factor of identification. The combination of factors increases the difficulty for attackers to gain unauthorized access, as they
would need to compromise multiple elements. It's important to strike a balance between security and user convenience to ensure that the authentication

mechanism is both robust and user-friendly.

19
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Add New Mechanism X

Mechanism Name*
Assign User Groups*

Enable Machine Groups ®

WHEN a user TAPS the proximity card/badge on the card reader
THEN the first challenge is one of the following

Password

Pin

Security Questions

None

AND the second challenge is one of the following
Password
Pin
Security Questions

None

WHEN a user TAPS the proximity card/badge on the card reader during
an active session
THEN perform one of the following actions on the machine’
Lock/Disconnect (D
Sign-out @

Sign-out all users @
Do Nothing @

Sliding Session Expiration

IF user idle timeout (period of inactivity) is B4 enabled

THEN after 30 Minutes user session will end.

Access Restrictions @)

Cancel

Click Add New Mechanism to open the Add New Mechanism screen.

a. Mechanism Name: Enter a descriptive mechanism name

b. Assigned to groups: Enter a predefined group
Challenge Factors: Pick from the following options to assign what factors your users will be
challenged with when they tap their badge to login. The Admin can set two different types of Challenge
factors.

a. Password: The user will be prompted for Password. Password policies can be configured from

the Account Settings page in the Credenti Admin Portal.

20
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b. PIN: The user will be prompted for PIN. PIN policies can be configured from the Account
Settings page in the Credenti Admin Portal. Once enrolled, PIN follows the user.

c. Security Question: The user will be prompted to answer their chosen security question(s).
Security question policies can be configured from the Account Settings page. Once configured,
the security question follows the user.

d. None: The user will not be prompted for any MFA factor

3. Tap Out Behavior: Tap out behavior is customizable based on the organization's preference. The
following options can be selected:

a. Lock: The user machine will be locked when tapping the card

b. Sign Out: The user will sign out when tapping the card

c. Sign Out All Users: The user will sign out all users when tapping the card

d. Do Nothing: Neither lock nor sign out will be initiated when tapping the card

Note: If Tap out action is Sign out/Sign out all users, Tap Over will only secure other users’ sessions. It
will not login the second user:

4. 1Idle Time Period: You can enable idle time period (period of inactivity) by simply checking the box.
After checking the box, you can set a time period in which the machine will remain idle before
performing Tap out action for the user.

5. Access Restriction: This will allow you to allow/restrict login based on the predefined rules.

6. Click Create. This will create the mechanism.

a. The newly created mechanism will be created in an inactive state. The user will need to activate
it before the mechanism will take effect. The POWER BUTTON beside the Mechanism will
need to be clicked to activate it.

Deactivate Mechanism

If a mechanism is not needed, then it can be deactivated by clicking on the status against it and changing it to
Deactivate.

ACTIVE

Sort Order Mechanism Name Mechanism Groups Details Status

N

Policy Configuration

Group Level Policies
Each user can have different policies for PIN, Password, Kiosk machines, or Card Enrollment based on the
group they belong to. Go to Account Settings — Policies — Group Level.

21
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C C red e n'I'I Directory Products Admin Bypass Code
Policies
Password Kiosk Card Enrollment Local User Provisioning OTP Over Email

& Domains

3 Site Codes

= Policies

R Account Level

@ Authentication Rules

i Features

PIN Policy

ACTIVE
Sort Order Policy Name Policy Description Policy Groups
The default policy applies
0 Default in all situations if no Default User Group

other policy applies

Details

PIN policies enable admins to enforce PIN complexities at the user group level and are enforced during
enrollment or PIN recovery.

Add Pin Policy:

1. Click Add PIN Policy to open the Add PIN Policy screen.

Policies

Password Kiosk Card Enrollment

PIM policies enable admins to enforce pin complexities at t

2. Enter Policy details:

a.

b.
C.
d

Policy Name: Enter a Descriptive Policy Name
Description: Describe the policy
Assigned to groups: Enter a predefined group(s) to which this policy would apply
Grace Period: Select how often PIN should be prompted for the user
i. Do not prompt

ii.  Always prompt

iii.  Custom: Enter the custom time after which user will be prompted for PIN
Minimum Length of the PIN: The minimum number of characters in the PIN required
Maximum Length of the PIN: The maximum number of characters in the PIN allowed
PIN Expires after: Enter days after which PIN will expire

PIN policies enable admins to enforce pin complexities at the user group level and is enforced during enrollment or PIN recovery.

Statu

22
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h. PIN warn from last: Enter how many days before PIN expiration does the user want to see the
PIN expiry prompt
i.  Complexity Requirements:
1.  Lowercase letter: The PIN must contain lowercase letters
ii.  Uppercase letter: The PIN must contain uppercase letters
iii.  Number (0-9): The PIN must contain digits
iv.  Special Characters: The PIN must contain a special character
v.  No Consecutive characters or numbers: The PIN cannot be in a consecutive order.
Example: (1234 or abcd)
vi.  Enforce PIN history for last x PIN: User will not be able to use last x PINs
j. Lock out:
1. Lockout user after x unsuccessful attempts: Enter the number of attempts allowed for the
user before they are locked out in Credenti Portal
ii.  Automatic unlock account time: Enter after how long the user’s account should be
automatically unlocked
iii.  Show lock out failures: Select if you wish to show the failures to the user
k. Enable Recovery: Allow users to recover their forgotten PIN and select the Recovery Factors
they must utilize to perform this action. This option is available only if Security Question feature
is enabled
3. Click Create.
a. After creating the PIN policy, it will be created in the Inactive Table.
b. To activate the policy, click on the POWER BUTTON beside it.

23
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Add Pin Policy X

Policy Name*

Description

B

o
=

Policy Type Pin

Assign user groups*®

Grace Period

Do not prompt
Always prompt
Custom

The grace period is implemented to balance security and user
convenience. Essentially, once a user has successfully authenticated
with PIM, they are granted a grace period during which subsequent
legins may not prompt them to authenticate with PIN factor.

Pin settings

Minimun Length 4

Maximurm Length [

Pin Expires after 365 days
PIN wam from last 5 days

Complexity Requirements
Lower case letter
Upper case letter
Number (0-9)
Special characters (e.g. |@#5%A"
Mo consecutive characters or numbers

Enforce PIN history for last 1 Pin

Lock out
Lock out user after | 10 unisuccessful attempts
User will be automatically unlocked after | 30 minutes

Show lock out failures
Enable Recovery ()

Recovery Factors®

Ca rce' n
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Password Policy

Password policies enable admins to control grace period, which is the amount of time the user can tap in and out
until they are required to re-enter their password.

C C red e n'I'I Directory Products Admin Bypass Code A -
£ Account
Policies
= IDP
D Domains Pin Kiosk Card Enrollment Bio Local User Provisioning OTP Over Email
Site Codes Password policies enable admins to control grace period which is the amount of time the user can tap in and out until they are required

to re-enter their password.

& Policies

e Authentication Rules ACTIVE

Features Sort Order Policy Name Policy Description Policy Groups Details Status

> API Tokens The default policy applies
0 Default in all situations if no other Default User Group =
@& Admin Logs policy applies

Add Password Policy:

1. Click Add Password Policy to open the Add Password Policy screen.

Policies

Pin Kiosk Card Enrollment Bio Local User Provisioning OTP Over Email

Password policies enable admins to control grace period which is the amount of time the user can tap in and out until they are required
to re-enter their password.

Sort Order Policy Name Policy Description Policy Groups Details Status
The default policy applies
0 Default in all situations if no other Default User Group =

policy applies

2. Enter Policy details:
a. Policy Name: Enter a Descriptive Policy Name
b. Description: Describe the policy
c. Assigned to groups: Enter a predefined group(s) to which this policy would apply
25
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d. Grace Period: Select how often password should be prompted for the user
1. Do not prompt

ii.  Always prompt

iii.  Custom: Enter the custom time after which user will be prompted for password
Auth Provider: Select IdP/Active Directory
Minimum Length of the Password: The minimum number of characters required in the Password
Maximum Length of the Password: The maximum number of characters allowed in the Password
Complexity Requirements:

5@ oo

1.  Lowercase letter: The password must contain lowercase letters
1.  Uppercase letter: The password must contain uppercase letters
iii.  Number (0-9): The password must contain digits
iv.  Exclude Username: Username will not be allowed as part of the password
v.  Exclude First name: First name will not be allowed as part of the password
vi.  Exclude Last name: Last name will not be allowed as part of the password
vii.  Check common passwords: Commonly used password is not allowed
viii.  Special Characters: The password must contain a special character
ix.  Enforce Password history for last x Passwords
X.  Minimum age: Minimum time before the password can be changed
xi.  Maximum age: Password will be expired after this time
xii.  Prompt before expiring in x days: Enter how many days before password expiration does
the user want to see the password expiry prompt
i. Lock out:
i.  Lockout user after x unsuccessful attempts: Enter the number of attempts allowed for the
user before they are locked out in Credenti Portal
ii.  Automatic unlock account time: Enter after how long the user’s account should be
automatically unlocked
iii.  Show lock out failures: Select if you wish to show the failures to the user
3. Click Create.
a. After creating the password policy, it will be created in the Inactive Table
b. To activate the policy, click on the POWER BUTTON beside it
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Add Password Policy X

Policy Name*

Description

Policy Type Password

Assign user groups*

Grace Period
Do not prompt
Always prompt

(® Custom

Grace Period Time

0 hours | minutes

The grace period is implemented to balance security and
user convenience. Essentially, once a user has successfully
authenticated with PASSWORD, they are granted a grace
period during which subsequent logins may not prompt
them to authenticate with PASSWORD factor.

Password Settings

Auth Provider* IDP
Minimun Length* 8
Maximum Length* 8

Password Complexity

Lower case letter
Upper case letter
Number (0-9)

Exclude Username

Exclude firstname

Exclude Lastname
Check Common Password
Special characters (e.g. |@#$%" &%)
Enforce Password history for last 4 Passwords
Minimum age is 2 Hours
Maximum age is 120 Days

Prompt before expiring in 5 Days

Lock out

Lock out user after  4q Unsuccessful attempts

User will be automatically unlocked 60 Minutes
after

Show lock out failures

Caﬂce' “
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Card Enrollment Policy

Card enrollment policies enable admins to configure the max number of cards allowed per user group during

enrollment.
C C red e n 1'| Directory Products Admin Bypass Code A
@ Account
o Policies
@ Domains Pin Password Kiosk Local User Provisioning OTP Over Email

& Site Codes

& Policies

= Account Level

o Authentication Rules

it Features

Card enrollment policies enable admins to configure max number of cards allowed per user group during enrollment.

ACTIVE
Sort Order Policy Name Policy Description Policy Groups Details Status
The default policy applies in all
0 Default poliey app Default User Group =

situations if no other policy applies

Add Card Enrollment Policy:
1. Click Add Card Enrollment Policy to open Add Card Enrollment Policy screen.
2. Enter below details:

a.

b.
C.
d

Policy Name: Enter a Descriptive Policy Name

Description: Describe the policy

Assigned to groups: Enter a predefined group(s) to which this policy would apply

Max Card Enrollment: Enter the maximum number of enrollments allowed for the user. Please
note that this should be lesser than or equal to the number configured in the backend. Reach out
to Tecnics support to determine the number of enrollments allowed for your organization. By
default, backend value is set to 1.

When Max Card Enrollment exceeds then: Select the behavior when the maximum enrollments
are exceeded for the card.
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Add Card Enrollment Policy X
Policy Name*
Description
%
Policy Type Card Enrollment

Assign user groups*®

Max Card Enrollment* 1

WHEN max card enrollment is exceeded THEN

Do not allow enroliment unless admin manually unenroll
the card in the portal

Unenroll least used card in the last (x) day(s) & allow new
enroliment.

Unenroll frequently used card in the last (x) day(s) & allow
new enroliment.

Cancel

3. Click Create.
a. After creating the card enrollment policy, it will be created in the Inactive Table.
b. To activate the policy, click on the POWER BUTTON beside it.

Account Level Policies
These policies apply to all users, if enabled. Go to Account Settings — Policies — Account Level. Note: By

default, these features are disabled. Please reach out to Tecnics support to enable these features on the backend

first. Afterwards, go to Account Settings — Features in the Credenti Admin Portal to enable your requested
feature.

C C red e n1-| Directory Products Admin Bypass Code

Policies

Security Questions

Privacy shield policy allows organization to obscure PHI data on the shared machine and minimi:
safety risk associated with charting under the wrong name. It provides clear indication of who is

Policies machine and also provide instruction if another user wants to use the system.
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Privacy Shield

Privacy Shield policy allows organizations to obscure sensitive data on the shared machine and minimize the
security and safety risk associated with working under the wrong name. It provides clear indication of who is
logged into the machine and also provides instruction if another user wants to use the system.

1. Privacy Shield can be set up in the Credenti Admin Portal. In the admin portal, navigate to the Privacy
Shield Policy page. Account Settings — Policies — Account Level — Privacy Shield.

C C red e n-l'l Directory Products Admin Bypass Code A -
€ Account
Policies
s IDP
Domains
2 Site Codes Privacy shield policy allows organization to obscure PHI data on the shared machine and minimize the security & safety risk associated with charting under the

wrong name. It provides clear indication of who is logged in to the machine and also provide instruction if another user wants ta use the system.

R Policies

Edit
R Group Level Policy Name Default privacy shield policy
ipti default privacy shield polic
= Authentication Rules Description P Y peley
Features R .
On the privacy screen show the following
2 [EE Display Name Format Firstname
@ Admin Logs Display name font Color Font Font size
B +oo0000 Avrial 24
£ Customization Settings Login status text is Logged in
Login status font Color Font Font size
B #fsa623 Arial 10
Login prompt text Screen is protected by Privacy Shield
Login prompt font Color Font Font size
#52623 Arial 10
Logoff prompt text Work station will be secured in
Logoff prompt font Color Font Font size
000000 Arial 10

Enable Background Image

Privacy Shield background Color
i

G credenti

Privacy Shield logo

* Image should be PNG format
® Maximum image size of 250px x 55px

2. On this page, the following can be edited:
a. Display Name Format: How the user’s name should appear
b. Display name font: Font with which the name is shown
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Login status text: The text that identifies which user is logged in
Login Status font: Font with which the login status is shown
Login prompt text: The text that instructs the user (if not the logged in user) what to do next
Login prompt font: Font with which the login prompt is shown
Logoff prompt text: The text that notifies the user that the workstation will be secured in (X)
amount of time
Logoff prompt font: Font with which the logoff prompt is shown
Enable Background Image: The background image that can be shown during Privacy Shield
1. Must be PNG format
i1. Must be desktop resolution size
Primary Shield background: The color of the Privacy Shield background
Primary Shield logo: The logo that can be seen during Privacy Shield
1. Must be PNG format
il. Maximum image size of 250px x 55px

3. To enable Privacy Shield, navigate to TecTANGO mechanisms and enable idle timeout.

IF user idle timeout (period of inactivity) is enabled

THEN after 15 Minutes user will be locked/signed-out.

4. Once enabled, when a user taps into a machine and after 30 seconds of inactivity, Privacy Shield will go
into effect.

Security Questions

Security question policies allow admins to enforce security question complexities and are enforced during
enrollment and recovery.

1. Security Question policies can be set up in the Credenti Admin Portal. In the admin portal, navigate to
the Security Question Policy page. Account Settings — Policies — Account Level — Security
Questions.

C C red e nTI Directory Products Admin Bypass Code

Policies

Privacy Shield

You can configure Security Questions for Authentication and Recovery

= Policies

Enrollment Questions

2. Under the General tab, the following can be edited:
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a. Policy Name: Enter a Descriptive Policy Name

b. Description: Describe the policy

c. Number of questions required for enrollment: Number of questions the user must set up during
their initial security question enrollment

d. Number of questions to ask during authentication: Number of questions the user must answer in
order to authenticate into the workstation

e. Number of questions to ask during recovery: Number of questions the user must answer correctly
in order to reset the PIN

f. Number of attempts to answer before lockout: Number of incorrect answers user can give before
their account is locked

g. Show lock out failures: Select if you wish to show the failures to the user

h. Automatic unlock account time: Enter after how long the user’s account should be automatically
unlocked

Policies

You can configure Security Questions for Authentication and Recovery

Enrollment Questions

Edit

Name Default security question
Description This is default policy for security question
No. of questions required for Enroliment 4

No. of questions to ask during Authentication 1

No. of questions to ask during Recovery 2

(o5}

Number of attempts to answer before lockout
Show lock out failures
Enable Auto Unlock

User will be automatically unlocked after 30 minutes

3. Under the Enrollment Questions tab, you can enable or delete Security Question prompts to customize
what options are displayed to the user during their enrollment.
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Security Questions

‘You can configure Security Questions for Authentication and Recovery

General Enrollment Questions

Add Question

Questions

4. Click Add Question to open the Add Security Question screen.

Policies

Security Questions

‘You can configure Security Questions for Authentication and Recovery

General Enrollment Questions
Add Question

5. Enter your custom security question and select Enable. Click Add.

Add Security Question

Security Question®

Enable

G credenti

A Tecnics Company

Edit
Enable Actions

g

Edit
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Account Settings

Account

Account page provides the below details:
e Company Name

Company Address

Time Zone

Billing Contact

Technical Contact

Install Token

Uninstall Token

G: credenti

A Tecnics Company

Only Timezone is editable on this screen. To modify any other fields, please contact Tecnics support.

In order to install or uninstall any Tecnics/Credenti products, Install Token and Uninstall Token are required.

G credenti Directory  Products

Account

omains

& Site Codes Account ID

Company Name

A Policies
Address 1
¢ Authentication Rules Address 2
City
fl Features
State
£ API Tokens Zip Code
Country
G Admin Logs
Time Zone

£ Customization Settings

Billing Contact
Name

Email

Technical Contact
Name

Email

Admin Token

Install Token

Uninstall Token

Admin Bypass Code

Edit

A I
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Domains

By default, WORKGROUP domain is added to all accounts. In order to add any other directory domains, click
on Edit and add the domain. Select the checkmark to make it the default domain.

On the workstation, when the user tries to use or enroll in any of the Tecnics/Credenti products, a dropdown
will be shown with all the domains available on this screen. The dropdown will be defaulted to the default
domain.

If the workstation is connected to Azure AD/Entra, please add AzureAD as the domain.

C C red e n‘I'l Directory Products Admin Bypass Code o) -

% Account

Domains Edit

= IDP

Domain(s) that users can login to
i Site Codes WORKGROUP

R Policies
o Authentication Rules

Features

> API Tokens

@& Admin Logs

&> Customization Settings

Workstation Configuration

Run the TecTANGO installer provided by Tecnics. If you do not have the installer, please contact Tecnics. The
installer deploys a Windows Credential Provider which allows the user to login using a smart card or proximity
card.
e The installation can be done via:
© Manual installation
o Silent installation
o GPO installation

Manual Installation
1. Prior to TecTANGO installation, if TecUNIFY SSO is required, TecUNIFY must be installed first. If not,
proceed to step 2.
2. Run the downloaded msi file, and click Next.
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Welcome to the
TecTANGO-RFID Setup Wizard

The Setup Wizard will install TecTANGO-RFID on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

TANGCS

SMART 1D

3. Accept the EULA, and click on Next.
i~

End-User License Agreement RN
TANGO

SMART ID

Please read the following license agreement carefully

End User License Agreement - TecTANGO |

Terms & Conditions General

1. Definitions
1.1 Computer(s) means hardware, including personal
computers, laptops, workstations, personal digital
assistants, "smart phones", handheld devices, or other

OI accept the terms in the License Agreement

()1 do not accept the terms in the License Agreement
< Back Cancel

4. Enter the values as described below, and then click Next.
a. Select User Mode: Based on the given Description
1. Single User Mode: Select this option if the user has their own profile on the machine
ii. Kiosk Mode - TecTango Managed: Select this option if auto-login for a generic user is
managed by TecTango Policies for fast user switching on a shared or kiosk machine used
by multiple users. Follow instructions here to setup kiosk user in Credenti Admin Portal
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b. Reader Interface: Select the type of reader interface you will be using
1. PC/SC Reader
ii. RFIdeas Reader

™ TecTANGO-RFID 6.0.0

TecTANGO Configuration - Mode setup

© single User Mode
Select this option if the user has their own profile on the machine.

() KIOSK Mode - TecTANGO Managed

Select this option if auto-login for a generic user is managed by TecTANGO Policies for fast
user switching on a shared or kiosk machine used by multiple users.

Reader Interface:  PC/SC ~

< Back Cancel

Specify the location of the Client Certificate(.pfx): Add the absolute path for the client certificate
provided by Tecnics.

Add in the Install Token given to you by the Admin. This can also be retrieved from the Credenti Admin

Portal, Account Settings page.

"M TecTANGO-RFID 6.0.0 X

TecTANGO Configuration setup

* Specify the location of Client Certificate(.pfx)

|| Browse

Type the Install Token provided by the Sales or Support Team.

* Install Token:

< Back Cancel
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7. Click Finish to install TecTANGO.
i~ |

Completing the
TecTANGO-RFID Setup Wizard

Click the Finish button to exit the Setup Wizard.

< Back Finish Cancel

8. Restart the machine and try to login using your smart card or proximity card.

j:%l Installer Information

S You must restart your system for the configuration
' | changes made to TecTANGO-RFID to take effect. Click
= Yes to restart now or No if you plan to manually restart
later.

Silent Installation
1. Open command prompt as an administrator and browse to the location of TecTANGO-RFID.msi.
2. Run the following command for silent installation:
a. MACHINE MODE: This is to determine the Machine mode
1. If the user has their own profile on the machine: “STANDARD”
ii. If auto-login for a generic user is managed by TecTANGO Policies for fast user switching
on a shared or kiosk machine used by multiple users: “KIOSK”
b. READER: This is to determine the reader type
1. If the interface is PcscReader: “PcscReader”
ii. If the interface is PcProxReader: “PcProxReader”
c. CLIENTCERTFILE: Specify the location of the Certificate File(.pfx) along with the file name.
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d. INSTALLTOKEN: Enter the Install Token given by Tecnics or found in the Admin Portal:
“Installtoken”

msiexec.exe /i "TecTANGO-RFID_Installermsi” MACHINE MODE="STANDARD or KIOSK"
READER="PcscReader or PcProxReader" INSTALLTOKEN="TecTango API Install Token"
CLIENTCERTFILE="Path for client .pfx certificate” /quiet /I*v TecTANGO_InstallerLogs.txt

Installation through GPO
1. Install ORCA tool to generate MST file

Download the Windows 10 SDK from the following link: [Windows 10 SDK Download]
(https://developer.microsoft.com/en-us/windows/downloads/windows-10-sdk).

Extract or mount the downloaded ISO file.

Right-click on WinSDKSetup.exe and select "Run as administrator".

Choose the installation path and click "Next".

Select the appropriate options for Windows Kits Privacy and click "Next".

Accept the License Agreement and proceed.

On the "Select the features you want to install" screen, select all features and click "Install".

ﬁ Windows Software Development Kit - Windows 10.0.18362.1 — X

Select the features you want to install

Click a feature name for more information.

Windows Performance Toolkit Windows Performance Toolkit
Debugging Tocls for Windows Size: 159.3 MB
[¥] Application Verifier For Windows Tools to record system events by using Event Tracing for

NET Framework 4.5 Software Deveiopment Kit Windows, and a tool to analyze performance data in a
graphical user interface.
Windows App Certification Kit

Includes:
[¥] Windews |P Cver USB neluges

MSI Tools * Windows Performance Recorder

Windows SDK Signing Tools for Deskiop Apps : prlgizm Performance Analyzer

Windows SDK for UWP Managed Apps

Windews SDK for UWP C=+ Apps

Windows SDK for UWP Apps Localization

Windows SDK for Desktop C++ x86 Apps

Windews SDK for Desktop C++ amd64 Apps

[+#] Windows SDK for Desktop C++ arm Apps Estimated disk space required: 3.0GB
Disk space available: 108.3 GB

Windows SDK for Desktop C++ arméd Apps

| Back | ‘ Install || Cancel |

After installation, verify if the Orca tool is listed in "Programs & Features." If not, search for "orca" in
the installation path (<<Installation Path>>/Windows Kit/10/), and run the corresponding executable to
configure Orca.

Once configured, the "Orca" entry will appear in "Programs & Features".

2. Create a Distribution Point
To publish or assign a computer program, you must create a distribution point on the publishing server. To do
this, follow these steps:

2.1 Create a Shared Network Folder

Log in to any AD member server with administrator privileges.
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e C(Create a shared network folder where you will store the TecTANGO-RFID installer package (.msi file)
for distribution.

e Configure appropriate permissions on the shared folder to allow access to the distribution package.

2.2 Copy the MSI and MST Files
e Copy the TecTANGO-RFID Installer.MSI file and the corresponding .MST file (if any) to the
distribution point.

e Ensure that any additional files such as logos or certificate files mentioned in the MST generation
process are also present in the distribution point.

Home Share View o

&« v 4 & ? Network *> WIN-TKKSOCTCS6R > GPOTesting v |Q | Search GPOTesting P

~ Name Date modified Type Size

m Desktop

$ Downloads 72 TecTANGO-RFID_Installer 6/

» apis.credentixyz 5/3

Windows Installer ... 37,636 KH

[ Documents Personal Informati... 5 KA

= Pictures
GPQOTesting

. GPQOTesting
software

System32
@ This PC
m Desktop
= Documents
# Downloads
J Music

= Pictures

| Videns 2 f <€ >

2 items . =

3. Generate the Transformation File (MST) using ORCA

3.1 Open the TecTANGO-RFID Installer. MSI with ORCA
e Navigate to the folder where the TecTANGO-RFID Installer.MSI file is located.
e Right-click on the .MSI file and select "Edit with Orca".

3.2 Create a New Transform
e In the Orca tool, go to the "Transform" menu and click on "New Transform".

ﬂ TecTANGO-RFID_Installer.msi - Orca — a X
File Edit Tables Transform Tools View Help

O New Transform
W‘ Apply Transform...

ActionText View Patch...

AdminExecuteSec
AdminUISequenc
AdvtExecuteSequi 40
Binary

CheckBox

AppSearch ‘ ‘
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3.3 Modify Property Values

Under the "Tables" section, locate the "Property" table.

Modify the following property values for the corresponding entries:

IAgree: Set the value to "Yes".

MACHINE_MODE: Set the value to either STANDARD, or KIOSK, based on your requirements.

Add additional properties by clicking "Add Row".

E TecTANGO-RFID_Installer.msi () - Orca — O X

File Edit Tables Transform Tools View Help
- Add Table... Ctrl+T
| Tables Add Custom Teble... Condit... Seque...
ActionTe LT 1000
| Adminkx Add Row... Ctrl+R 800
AdminUL 900
AdvtExec -3
AppScadl Export Tables... 2
Binary Import Tables... 1
CheckBo: Adjust Schema... 1300
ComboBox Preparellg 799
Component AdminWelcomeDlg 1001
Control ProgressDig 1002
ControlCondition
ControlEvent
CreateFolder
CustomAction
Dialog
Directory
L_Evene
Tables: 41 AdminUlSequence- 10 rows No column is selected.
e CLIENTCERTFILE: Set the value of client certificate file path [from the distribution point (UNC

path)].
Example: IN-TKK. TCS6R\GPOTesting\apis.credenti.io.pfx

READER: Set the value to either PcscReader or PcProxReader, based on your requirements.
INSTALLTOKEN: Set the value of Install Token shared by sales team.

3.4 Generate and Save the MST File

e In the Orca tool, go to the "Transform" menu and click on "Generate Transform".

e Save the MST file in the desired location [the distribution point (UNC path)].

E TecTANGO-RFID_Installer.msi {) - Orca — a X

File Edit Tables Transform Tools View Help
| =
| Tables ‘ Value

LaunchCondition el TecTANGO Installation [1]

| ListBox Generate Transform... [331E55C9-ED9C-493F-B6CB-D26BED2BB35D} 41

LockPermissions
| Media

Close Transform 0

Transform Properties... 0

MoveFile | LOMDOBOX >electeaitem okta.com



4. Create a Group Policy Object (GPO)

4.1 Open Group Policy Management Console
e C(lick on the Start button, go to "Programs," select "Administrative Tools," and then click on "Group
Policy Management".

# Quick access.
m Desktop

s Downloads

[@ Documents
I= Pictures

GPOTesting

L GPOTesting
software

System32

= This PC
= Desktop
[2) Documents
% Downloads
& Music
& Pictures
I Videos

. Local Disk (C)

& Network
= GDCIT-LAPT149

Home  Share

L S Y

shortaut Tools | Appication Tools [T

View Manage Manage

Name -
Terminal Services
T} Active Directory Administrative Center
#& Active Directory Domains and Trusts
¥ Active Directory Module for Windows Po..
7l Active Directory Sites and Services
37 Active Directory Users and Computers
7 ADSI Edit
# Component Services
¥ Computer Management
5 Defragment and Optimize Drives
#* Disk Cleanup
2 DNS
Hl Event Viewer
#3 Group Policy Management
59 Internet Information Services (1IS) Manag...
€, iscst nitiator
& Local Security Policy
#8 Microsoft Azure Services
% ODBC Data Sources (32-bit)
7 ODBC Data Sources (64-bit)
# Performance Monitor
2 Print Management
#D Resource Monitor

fu Server Manager
& Services

£ system Configuration

B System Information

) Task Scheduler

## Windows Firewall with Advanced Security
7 Windows Memory Diagnostic

¥ Windows Server Backup

3litems  1item selected 1.19 KB

1 % > Control Panel > System and Security > Administrative Tools >

Date modified

7/16/2016 6:53 PM
7/16/2016 6:49 PM
7/16/2016 6:50 PM
7/16/2016 6:49 PM
7/16/2016 6:49 PM
7/16/2016 6:50 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:48 PM

£16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:48 PM
7/16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:48 PM
7/16/2016 6:48 PM
7/16/2016 6:49 PM
7/16/2016 6:50 PM

Type

File folder
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shorteut
Shortcut
Shortcut
Shortcut

Size

2KkB
2KkB
2KkB
2K8
2K8
2K8
2K8
2KB
2KB
2K8
2KB
2KB
2KB
2KB
2KB
2K8
2K8
2KB
2KB
2KB
2KB
2KB

2KB

2K8
2KB
2KB
2KB
2KB

2K8

4.2 Create a New GPO
e Navigate to "Forest: YOURDOMAIN" > "Domains" > "YOURDOMAIN" > "Group Policy Objects".

e Right-click on the "Group Policy Objects" folder and select "New".

e Action View Window Help

3
= anm 0l Hm

5 Group Poicy Management
£\, Forest TECNICS.com
o —
~ g TECNICS.com

S VM Filtes
3 Stanter GP

i Snes
@ Group Posicy Mo
4, Group Paticy Res

Defaunt Domain Policy
1 Dormssin Controllers

31 Tanen,
Back Up AL
Manage Backups...
Open Migratian Tabie Editor
View >

New Windaus from Here

Fetresn
Help

Displays Help for the curment selection.

Group Policy Objects in TECNICS.com
Cortants

wzran e
5772021 9071
wsmnT
B2
CeaIE2

e Provide a name for the new GPO and click "OK".
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4.3 Configure Security Filtering (Optional)
e Select the new GPO and go to the "Security Filtering" section.

e Add specific computer names or the group "Domain Computers", group to limit the GPO's application.

Skip this step if you want the software deployed on all computers.
4.4 Link the GPO
e Right-click on the "YOURDOMAIN" folder and select "Link an existing GPO".

Group Policy Management

& File Action View Window Help N
e @ o0 Ec Bm
% Group Policy Management TECNICS.com

v & Forest TECNICS.com
(@ Domains

v 33 TECNICS.com Growp

e ) Crevtz 3 GPO i thi domai and Lk & here ctive Directory and SYSVOL rephcation for this domain 3s £ relates to Group Poicy

&1 Domain C Link an Existing GPO...

Stetus | Linked Group Policy Objects  Group Policy Inhertance  Delegation

3 Group Pol Block Inheritance

3 WMI Fiter

3 Stater G Group Policy Modeling Wizard.. 36R TECNICS comis the bassine domain controler forthis domain Change
@ Sites New Organizational Unit
¥ Group Policy Mot
e e Search.. aion exists for this domain

2 Group Policy Resi

T mTm e slow to gather infrastructure status from al of the domain cartrolles n this domain

Remove

Active Directory Users and Computers...

View >

New Window from Here
Refresh
Properties

Help

Select an existing GPO and link it to this container

e (Choose the newly created GPO from the list and click "OK".

5. Assign the Package
5.1 Open Group Policy Management Editor
e Right-click on the new GPO and select "Edit".

5.2 Navigate to Software Settings
e In the Group Policy Management Editor, go to "Computer Configuration" > "Policies" > "Software
Settings" > "Software installations".

| Group Policy Management Egitor

Version Deploymentst.. Source

Properties

Heip

|Adds a package
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5.3 Add a Software Package
e Right-click inside the empty pane on the right and select "New" > "Software Package".

4 L » Network » WIN-TKKSOCTCS6R » GPOTesting
Organize > New folder
! GPOTesing ~ ~  Name Date modified Type Size
I 15 TecTANGO-RFID Installer 6/6/2023 6:35 PM Windows
System32
8 This PC
B Desktop
%] Documents
¥ Downloads
B Music
& Pictures
B videos
& Local Disk (C)
¥ Network
8 GDCIT-LAPT149
8 WIN-TKKSOCTC

File name: | | Windows Installer packages ("

e

e Enter the full UNC path of the shared installer package (MSI file). Example: \\file server\share\file
name.msi. Avoid using the Browse button.
e C(lick "Open".

5.4 Select Deployment Method and Add MST File
e Select the deployment method as "Advanced" and click "OK".

Deploy Software

Select deployment method:

Published
() Assigned
(@) Advanced

Select this option to configure the Published or Assigned options,
and to apply modifications to a package.

[k ] conce

e Switch to the "Modifications" tab and click "Add".

TecTANGO-RFID Properties

Modifications or transforms allow you to customize the package and are
applied to the package in the order shown in the following list:

Modifications:

Move Lip

Move Down
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e Browse and select the .MST file from the distribution point (UNC path).

ra v 4 o » Network » WIN-TKKSOCTCS6R » GPOTesting v D Search GPOTesting P
Organize ~ New folder =z w ™ o
GPOTesting Name . Date modified Type Size
2 GPOTesting [] TecTANGO_Installler_MST_File.mst 6/6/20236:35PM  MST File 20KB
software
System32
& This PC v

File name: | TecTANGO_Installler_MST_File.mst

v| Windows Installer transform pa

Cancel

e C(lick "OK".

6. Changes to Group Policy Object Permissions

e Navigate to Administrative Templates - In the Group Policy Management Editor, go to "Computer
Configuration" > "Policies" > "Administrative Templates Policy definitions..."

Group Policy Management Editor

File Action View Help

e nmz Eml T

7 Tango [WIN-TKKSOCTCSER. TECNICS.COM] Policy
~ (& Computer Configuration
v (] Policies
Software Settings
7 Windows Settings

Setting
1 Control Panel
Network
Printers

PP 7 Server

ive Templates: Policy

] Preferences

w g, User Configuration
1 Policies
] Preferences

tions (ADMX from

Start Menu and Taskbar
1 System

Windows Components

Al Settings

State Comment

' btended ), Standard /

6.1 Specify Startup Policy Wait Time:

e Under "Administrative Templates Policy definitions..." > "System" >'" Group Policy" locate
"Specify startup policy wait time"'.

e Double-click on the policy to open the properties.

e Select the "Enabled" option to enable the policy.
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e Configure the wait time by entering the desired value in the provided field. The wait time is specified in seconds.

e C(lick "OK" to save the changes.

View Help
FalNEIN ? Bl 4

File Action
sz
>

"

v 3

.

7 System

Start Menu and Taskbar

7| Access-Denied Assistance
= App-v
Audit Process Creation
[ Credentials Delegation
Device Guard
D
Device Redirection
Disk NV Cache
Disk Quotas
Distributed COM
Driver Installation
[ Early Launch Antimalware
| Enhanced Storage Access
[ File Classification Infrastructure
7] File Share Shadow Copy Provider
[ Filesystem
| Folder Redirection
~ (I Group Policy
| Logging and tracing
[ Intemet Communication Management

Installation

Software Settings ~ [ setting
Windows Settings R ) Configure Group Policy Caching

‘ P Policy (ADMX file Enable Group Policy Caching for Servers

_ Control Panel Configure Group Policy slow link detection
[ Network J up Foley

B Printas Set Group Policy refresh interval for computers

“ Server Set Group Policy refresh interval for domain controllers

Configure Logon Script Delay
Always use local ADM files for Group Policy Object Editor

Turn off Resultant Set of Policy logging

Enable AD/DFS domain controller synchronization during policy refresh
Configure Direct Access connections as a fast network connection
Change Group Policy processing to run asynchronously when a slow ne...

ait time

Configure user Group Policy loopback processing mode
Allow asynchronous user Group Policy processing when logging on thr...
Configure Applications preference extension policy processing
Configure Data Sources preference extension policy processing
Configure Devices preference extension policy processing

Configure Drive Maps preference extension policy processing

State
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Enabled
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Configure Environment preference extension policy processing Not configured
Configure Files preference extension policy processing Not configured
Configure Folder Options pref policy p Not config

Configure Folders pref policy p i Not configured

Configure Ini Files preference extension policy processing
Configure Internet Settings preference extension policy processing
Configure Local Users and Groups preference extension policy processing
Configure Network Shares preference extension policy processing

6.2 Specify Workplace Connectivity Wait Time for Policy

e Under "Administrative Templates Policy definitions..." > "System" > "Group Policy" locate

"Specify Workplace connectivity wait time for policy".
Double-click on the policy to open the properties.
Select the "Enabled" option to enable the policy.

Not configured
Not configured
Not configured
Not configured

Comment
No
No
No
No
No
No
No
No
No
Neo

e Configure the wait time by entering the desired value in the provided field. The wait time is specified in seconds.

e C(Click "OK" to save the changes.

Policy Management Ed
File Action View Help

e @z HE T

, [ Software Settings
> ] Windows Settings

~ [] Administrative Templates: Policy definitions (ADMX file

_ Control Panel
Network
Printers
] Server
“ Start Menu and Taskbar
~ [ System
7| Access-Denied Assistance
[ App-V
Audit Process Creation
Credentials Delegation
Device Guard
Device Installation
Device Redirection
[ Disk NV Cache
Disk Quotas
Distributed COM
_| Driver Installation
1 Early Launch Antimalware
"I Enhanced Storage Access
File Classification Infrastructure
| File Share Shadow Copy Provider
(] Filesystem
“| Folder Redirection
~ | Group Policy
] Logging and tracing

SCSI
KDC
Kerberos

Internet Communication Management

~ || setting

Configure disk quota policy processing
Configure EFS recovery policy processing

\iz] Configure IP security policy processing
\iz] Configure registry policy processing
Configure scripts policy precessing
Configure security policy processing
Configure wired policy processing
=] Configure wireless policy processing

iZ] Configure software Installation policy processing

Configure folder redirection policy processing
Configure Internet Explorer Maintenance policy processing

=| Determine if interactive users can generate Resultant Set of Policy data

State Comment

Not configured No
Not configured No
Not configured No
Not configured No
Not configured No

No
Not configured No
Not cenfigured No
Not configured No
Not configured No

wait time for policy proce Enabled

Not configured

Turn off Group Policy Client Service AOAC optimization Not configured No
Turn off background refresh of Group Policy Not configured No
Tumn off Local Group Policy Objects processing Not configured No
Remove users' ability to invoke machine policy refresh Not configured No
Continue experiences on this device Not configured No
Configure Group Policy Caching Not configured No
Enable Group Policy Caching for Servers Not cenfigured No
Configure Group Policy slow link detection Not configured No
Set Group Policy refresh interval for computers Not configured No
Set Group Policy refresh interval for domain controllers Not configured No
Configure Logon Script Delay Not configured No
Always use local ADM files for Group Policy Object Editor Not configured No
\i2] Turn off Resultant Set of Policy logging Not configured No
i£] Enable AD/DFS domain controller synchronization during policy refresh  Not configured No
iz| Configure Direct Access connections as a fast network connection Not configured No
2] Change Group Policy processing to run asynchronously when a slow ne... Not configured No

6.3 Always Wait for Network at Computer Startup and Logon
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e Under "Administrative Templates Policy definitions..." > "System' > "Logon" locate "Always
Wait for Network at Computer Startup and Logon".

e Double-click on the policy to open the properties.

e Sclect the "Enabled" option to enable the policy.

e C(lick "OK" to save the changes.

~ ~|[ setting Comment
£] Allow users to select when & password is required when resu. Mo
PIN sign-in No
& Mo
ide Mo
| Device Insta gon e
Device Redirection Mo
ik W Cache unt detarts o sign-in Not configur Mo
| Disk Queta 1] Do not pracess the legacy run list Not configured Mo
1] Do not process the run once list Mot configured No
£] Turn off app notifications on the lock screen Mot configured Mo
£] Turn off Windows Startup sound Hot configured Mo
£] Do not display network selection Ul Not contigured Mo
£] Do not users on com.. Mot configured Mo
i | Show first sign-in animation Not configured No
1] Enumerate local users on domain-joined computers Mot configured Mo
1 Folder Redirection ] Hide entry points for Fast User Switching Not configured Mo
3 Group Policy classic lagon Mot configured Mo

1 Internet Communication Management

e Getting Started welcome screen atlogon  Net configured

Power Management

Recovery
Remote Assistance

Remote Procedure Call
| Removable Storage Access
Scripts
Server Manager
1 Shutdown
1 Shutdown Options
System Restore
| Troubleshooting and Disgnostics
Trusted Platform Module Seraces -
< > | Estended ), Standard
21 setting(s)

6.4 Always Install with Elevated Privileges
e Under "Administrative Templates Policy definitions..." > "Windows Components' > "Windows
Installer" locate '"Always Install with Elevated Privileges''.
e Double-click on the policy to open the properties.
e Select the "Enabled" option to enable the policy.
e C(lick "OK" to save the changes.

Group Policy Management Editor

File Action View Help
s n@z HEm Y
Game Explorer A || setting State Comment

HemeGroup

&) Allow users to browse for source while elevated Not configured No
Internet Explorer "

Not configured

Intermet Infermation Services
Location and Sensors
Maintenance Scheduler

1 Maps
MOM :

1 Microsof #t Secondary Authentication Factor (i) Prohibit fiyweight patching Not configured No
Microsoft Uses Experience Virtualization cka Not configured No

3 NetMeeting Not configured No
OneDrive &) Prevent users from using Windows Installer to install update... Not configured No
Online Assistance ) Prohibit roliback Not configured o
Portable Operating System &) Turn off shared components Not configured No
Presentation Settings ) Allow user cantrol over installs Not configured No
Remote Desktop Services ) Specify the types of events Windows Installer records in itstr... Not configured No
RSS Feeds i, Prohibit non-administrators from applying vendor signed u... Not configured No
Search 1) Prohibit removal of updates Not configured Mo
Security Center ) Tuen ofF craation of Systam Rastors ehackpoints Not configured o
Shutdown Options £) Prohibit User Installs. Not configured No

il Seart Cord i Enforce upgrade component rules Mot configured No
::':;'::::‘“’" Platform ) Control masimum size of baseline file cache Not configured No

1 store &) Prevent embedded Ul Not configured No
Sync your stings 1) Prevent Intermet Explorer security prompt for Windows Instal... Not configured No
Tobtat PC ) Save copies of transform files in a secure location on workst... Not configured No

Task Scheduler
Windows Calendar
Windows Color System
Windows Customer Experience Improvement Program
| Windows Defender
Windows Error Reporting
Windows Hello for Business
Windows Ink Workspace
. Windows Instalier
Windows Logen Options
Windows Mail
Windows Media Digital Rights Management
Windows Media Player =
< > |\ Btended ) Standard /
23 setting(s)

7. Update Group Policy and Restart Client Machines

7.1 Update Group Policy
e Login to the AD member server as an administrator.
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e Open the command prompt as an administrator.
e Run the following command to update the policy on all computers: gpupdate /force.

| Administrator: Command Prompt - O X

Windows [Version 1@.
rosoft i

7.2 Restart Client Machines
e After completing the update, restart the client machines for the changes to take effect.

User Experience After Installation

Card Enrollment for the User

In this mode, the workstation or laptop is connected to the internet, and TecTANGO can reach the CyberArk
Identity cloud.
1. Tap the card on the reader.

Tap your badge to login

2. Users will be prompted to link the card to an account. Click on Link it Now.
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Tango proximity card enrollment

Your card is not recognised or not yet associated with
an account. You must link your proximity card first to
be able to use it to access your account

User will then be prompted to enter their credentials.

Enter vour credentials

Username |

Password

User-type ‘ Domain ~ ‘

Close

Based on the domain of the user, a dropdown menu will appear with all the domains present in the
organization, and the user can choose their domain. Click on Enroll.
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Enter your credentials

Username

Password |

Domain

WORKGROUP

WORKGROUP
NPLAB

DESKTOP-CSLVIVA
DLSC001 “

Close

5. Based on the policies configured, the user would be prompted for the below screens.
a. If PIN is selected as a sign-on policy, they will see a prompt for setting up PIN.

Create a PIN to use
makes easier to sign

Set up a PIN

in place of passwords. Having a PIN
in to your device.

New PIN

Confirm PIN

*PIN must be at least 4 digits long

Close

b. If Security Question is selected as a sign-on policy or recovery factor, the user will see a screen

for setting up Security Question(s).
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v6.0.0
Pick the security question(s) to verify your identity or reset a
password PIN
What is your favorite place? Change
| New Answer | ® |
| Confirm Answer | ® |
What is your favorite dish? Change
| New Answer | ® |
| Confirm Answer | ® |
Submit
Close

Windows Login in Online Mode

1. User taps the smartcard or proximity card.

2. If Password is set as a policy, they will be prompted for the network password based on the Grace Period
applied in the Password Policy.
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Making sure it's yvou, either the Grace Period expired or
vour network password was changed recently.

Enter Network
Password

Close

3. If PINis set as a policy, they will be prompted to enter the PIN.

TANGC

SMART 1D

Please enter your PIN

I forgot my PIN

Login

Close

4. If Security Question is set as a policy, they will be prompted to complete the authentication.
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Answer yvour security question(s) to
continue. (1/1)

‘What is your favorite place? Change

5. After completing the authentication, the user will be taken to the desktop.
a. If TecTANGO is in Single User Mode, the user’s desktop profile will open.
b. If TecTANGO is in Kiosk Mode, the shared profile that was set up in the Admin Portal will open.
1.  If TecTANGO is in Kiosk mode and profile selection has been added to the policy, the
user can choose between the shared profile or their own personal profile.

To continue, choose one of the profile

Generic Profile Your Profile
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Windows Login in Offline Mode

Note: In order to login to the workstation with TecTANGO while offline, the user must be enrolled and have
logged in at least once in online mode.

If the user doesn't have a network connection, the following login experience will occur:

1. User taps the smartcard or proximity card.

2. If Password is set as a policy, they will be prompted for network password based on the Grace Period
applied in the Password Policy.
3. If PIN is set as a policy, they will be prompted to enter the PIN.

Making sure it's you. either the Grace Period expired or Please enter vour PIN
your network password was changed recently. -

‘ I forgot my PIN

Enter Network
Password

Login

Close Close
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Forgot PIN

If a user forgets their PIN, they can do a self-service PIN reset.
1. On the login screen after they tap their card to the reader, they must click the link that says “I forgot my
PIN”.

Please enter your PIN

{forzot my PIN

Login

Close

2. The user then enters their network password, and clicks Login.

Making sure it's you, either the Grace Period expired or
vour network password was changed recently.

Enter Network |
Password

Login

Close

3. If Security Question is enabled for recovery in the Credenti Admin portal, then they will be prompted to
answer the security question(s). This can be more than one question.
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vo.uv

Answer your security question(s) to
continue. (1/2)

‘What is your favorite dish? Change

[ e

4. The user will then be prompted to create their new PIN.

Set up a PIN

Create a PIN to use in place of passwords. Having a PIIN
malkes easier to sign in to your device.

New PIN ‘| ‘

Confirm PIN ‘ ‘

*PIN must be at least 4 digits long

Close

5. The user will now be able to use this PIN for future logins.

Changed Password

If a user’s password has changed, the next time they try to enter their workstation they will be prompted for

their new password.
1. The user taps their card to the reader and is prompted for their network password.
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Making sure it's you, either the Grace Period expired or
vour network password was changed recently.

Enter Network
Password

Login

Close

2. The user will then be prompted for any secondary MFA such as their PIN or Security Question, if any
were configured.

Please enter your PIN Answer your security question(s) to

continue. (1/1)

‘ ‘ ‘What is your favorite place? Change

Iforgot my PIN
| ©

Close Close

3. The user will then be entered into the workstation.

Expired Password

If a user’s password has expired, the next time they try to enter their workstation they will be prompted to create
a new password.
1. The user taps their card and is asked to change their password. The user will need to enter their old
password, create their new password, and re-enter the new password.
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Old Password ‘ | ‘

New Password ‘ ‘

Confirm Password ‘ ‘

Change Password

Close

2. The user will then be asked to authenticate into the workstation and will use the new password.

Privacy Shield

If Privacy shield is enabled, after the idle time out period, the user will see the customized shield.

Uninstall TecTANGO

Uninstall Corrupted Installation

In order to uninstall or repair a corrupt installation, please download the tool from below link:

https://support.microsoft.com/en-in/help/17588/windows-fix-problems-that-block-programs-being-installed-or-removed

1. Run the downloaded file, and click on Next.
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e Program Install and Uninstall troubleshooter

Troubleshoot and help prevent computer problems

Program Install and Uninstall troubleshooter
B

Looks for problems that can stop you installing and uninstalling a program

Advanced

Publisher: Microsoft Corporation

Privacy statement

Mext Cancel

2. Select Uninstalling.

[:# Program Install and Uninstall troubleshooter

Are you having a problem installing or uninstalling a program?

— Installing

—> Uninstalling

Cancel

3. Select TecTANGO-RFID, and click on Next.

59



G: credenti

A Tecnics Company

[ Program Install and Uninstall troubleshooter

Select the program you want to uninstall.

If you do not see your program, select Not Listzd

Mot Listed

Microsoft Update Health Tools

Microsoft Visual C++ 2019 ¥64 Additional Runtime - 14.28.29913
Microsoft Visual C++ 2019 ¥64 Minimurm Runtirme - 14.28.29913
Microsoft Visual C++ 2019 X868 Additional Runtime - 14.28.299313
Microsoft Visual C++ 2019 ¥86 Minimum Runtime - 14,28,29913
TecTANGO-RFID

Update for Windows 10 for x84-based Systems (KB5001716)

Yihware Tools
Windmae BC Health Cherle

Mext Cancel

4. Click on Yes, try uninstall.

[:# Program Install and Uninstall troubleshooter

TecMFA - Uninstall and cleanup?

Click cancel to exit the troubleshooter

—> Yes, try uninstall

= No, try other fixes

Cancel

5. The tool will try to resolve the problems and uninstall the application.
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[ Program Install and Uninstall troubleshooter

Resolving problems

Cancel

[:# Program Install and Uninstall troubleshooter

Troubleshooting has completed

The troubleshooter made some changes to your system, Try attempting the task you were trying
to do before.

Problems found

Cannot install or uninstall a program Fixed (/]

— Close the troubleshooter

= Give feedback on this troubleshooter

View detailed information

Close

You will be prompted to validate the Uninstall Token in order to complete the application uninstall. You

can find the uninstall token under Account Settings — Account — Uninstall Token in the Credenti
Admin Portal.
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Uninstall Token validation -

Enter Uninstall Token:

|
Ok | Cancel

Uninstall TecTANGO

TecTANGO can be uninstalled from PowerShell by following these instructions. Please note that you will be

required to update the Uninstall Token value before running the uninstall command. You can find the uninstall
token under Account Settings — Account — Uninstall Token in the Credenti Admin Portal.
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